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The IWC CIR is a weekly OSINT resource focusing on advanced
persistent threats and other digital dangers. APTSs fit into a cybercrime
category directed at both business and political targets. Attack vectors
include system compromise, social engineering, and even traditional
espionage.
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Iran has been the source of many attacks against the United States since 9/11/2012. The attacks range
from simple Denial of Service attacks to web site defacements, to complete system exploitation with

malicious logic.

The group Anonymous has also started more activity. Project Mayhem 2012 is planning on releasing
Tyler, a “secure P2P” application on November 5" with the main goal to leak sensitive and classified
information like Wikileaks did. “From the 12th of December 2012, to the 21st of December 2012, people
all over the world upload the evidence of illegality corruption and fraud They have gathered To TYLER.”

http://anonnews.org/press/item/1783/
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In the news

Government
9 British Car Parks Start Reading Number Plates
I Canada should heed warnings of ‘cyber Pearl Harbor,' security experts say
1 China Hits Back At US Report Against Huawei, ZTE
1 Dutch Coppers Want Computer Hacking Powers
1 FBI Creates Intellectual Property Squad
I FTC Plans Data Privacy Workshop
1 GCHQ part-time army to fight cyber crime
1 Government and Wireless Carriers Need to Partner on Cybersecurity, Survey Says
1 Huawei Denies Cisco Source Code Copying Claim
1 Iran Says Its Infosec Defenses Foiled Oil Hack
1 Kaspersky discovers miniFlame cyberespionage malware directly linked to Flame and Gauss
1 New Zealand Government Leaks Children's Data
1 Panetta: Cyber threat is pre 9/11 moment
I SA easy target for cyber criminals
I State-Sponsored Malware 'Flame' Has Smaller, More Devious Cousin
9 Study: Email Encryption Concerns the Feds
I Task Force: DHS to Offer 'Cool' Cybersecurity Jobs to Gov. Workers and Test Them Like Pilots
1 UK Spam Levels Rising But India World's Worst Culprit
1 US Navy Funds MacGyver Robot That Can Create Tools
I US Prepares First-Strike Cyber-Forces

Legal
I Chinese Arrest 9,000 Cyber-Crims
I Cyber crime unit pop-up message a sign of virus, warn police
1 Cybersecurity Exec Order Could Threaten Multi-stakeholder Model
1 European Net Neutrality Discussions Close
1 Experts Split Over Regulation For Bounty-Hunting Bug Sniffers
I Former LulzSec member guilty in Sony Pictures hack
1 Google Privacy Policies Slammed By European Data Regulators
1 GOP senator backs Reids push to revive cybersecurity legislation
I Parliamentary Report Details German Police Snoop-Spend
I Philippine Supreme Court Halts New Cyber Crime Prevention Act
I Randomware Resurrects The SOPA Specter
1 Republicans Warn Obama: Cybersecurity Executive Order Will Practically Destroy the Internet
1 Second LulzSec Member Pleads Guilty To Sony Hack
1 US Supreme Court refuses to hear NSA, AT&T wiretapping case
1 Video: McKinnon Extradition Blocked After 10 Year Fight

Mobile
9 FBIl warns users of malicious mobile malware
1 Geolocation in i0OS
1 Internet Crime Complaint Center (IC3) | Smartphone Malware Safety Tips
1 RSA Europe 2012: Symantec reports trends, malicious server admin, and another Android trojan


http://packetstormsecurity.org/news/view/21603/British-Car-Parks-Start-Reading-Number-Plates.html
http://www.canada.com/news/national/Canada%20should%20heed%20warnings%20cyber%20Pearl%20Harbor%20security%20experts/7383296/story.html
http://packetstormsecurity.org/news/view/21593/China-Hits-Back-At-US-Report-Against-Huawei-ZTE.html
http://packetstormsecurity.org/news/view/21611/Dutch-Coppers-Want-Computer-Hacking-Powers.html
http://www.dfinews.com/news/fbi-creates-intellectual-property-squad
http://packetstormsecurity.org/news/view/21606/FTC-Plans-Data-Privacy-Workshop.html
http://www.standard.co.uk/news/uk/gchq-parttime-army-to-fight-cyber-crime-8206971.html
http://feedproxy.google.com/~r/govtech/topics/cyber_security/~3/yKmZctW0TkY/Government-and-Wireless-Carriers-Need-to-Partner-on-Cybersecurity-Survey-Says.html
http://packetstormsecurity.org/news/view/21604/Huawei-Denies-Cisco-Source-Code-Copying-Claim.html
http://packetstormsecurity.org/news/view/21590/Iran-Says-Its-Infosec-Defenses-Foiled-Oil-Hack.html
http://www.computerworld.com/s/article/9232367/
http://packetstormsecurity.org/news/view/21602/New-Zealand-Government-Leaks-Childrens-Data.html
http://security.blogs.cnn.com/2012/10/12/panetta-cyber-threat-is-pre-911-moment/
http://www.iol.co.za/scitech/technology/security/sa-easy-target-for-cyber-criminals-1.1402990
http://www.wired.com/threatlevel/2012/10/miniflame-espionage-tool/
http://feedproxy.google.com/~r/govtech/topics/cyber_security/~3/ae-eDJQup0I/Study-Email-Encryption-Concerns-Feds.html
http://www.wired.com/threatlevel/2012/10/dhs-cybersecurity-taskforce/
http://packetstormsecurity.org/news/view/21613/UK-Spam-Levels-Rising-But-India-Worlds-Worst-Culprit.html
http://packetstormsecurity.org/news/view/21594/US-Navy-Funds-MacGyver-Robot-That-Can-Create-Tools.html
http://packetstormsecurity.org/news/view/21597/US-Prepares-First-Strike-Cyber-Forces.html
http://packetstormsecurity.org/news/view/21610/Chinese-Arrest-9-000-Cyber-Crims.html
http://www.northernlife.ca/news/policeandCourt/2012/10/10-cyber-crime-pop-up-sudbury.aspx
http://www.multichannel.com/technology/republicans-cybersecurity-exec-order-could-threaten-multi-stakeholder-model/139753
http://packetstormsecurity.org/news/view/21616/European-Net-Neutrality-Discussions-Close.html
http://packetstormsecurity.org/news/view/21599/Experts-Split-Over-Regulation-For-Bounty-Hunting-Bug-Sniffers.html
http://www.computerworld.com/s/article/9232327/
http://packetstormsecurity.org/news/view/21612/Google-Privacy-Policies-Slammed-By-European-Data-Regulators.html
http://thehill.com/blogs/hillicon-valley/technology/262145-gop-senator-backs-reids-push-to-revive-cybersecurity-legislation
http://packetstormsecurity.org/news/view/21592/Parliamentary-Report-Details-German-Police-Snoop-Spend.html
http://www.examiner.com/article/philippine-supreme-court-halts-new-cyber-crime-prevention-act
http://packetstormsecurity.org/news/view/21600/Randomware-Resurrects-The-SOPA-Specter.html
http://www.slate.com/blogs/future_tense/2012/10/15/cybersecurity_executive_order_mary_bono_mack_other_republicans_warn_it_could.html
http://packetstormsecurity.org/news/view/21601/Second-LulzSec-Member-Pleads-Guilty-To-Sony-Hack.html
http://packetstormsecurity.org/news/view/21609/Video-McKinnon-Extradition-Blocked-After-10-Year-Fight.html
http://feedproxy.google.com/~r/cnet/tcoc/~3/cmjoVPhNM9U/
http://feedproxy.google.com/~r/HelpNetSecurity/~3/F2VbiMuwGWY/secworld.php
http://www.ic3.gov/media/2012/121012.aspx
http://www.infosecurity-magazine.com/view/28719/rsa-europe-2012-symantec-reports-on-trends-malicious-server-admin-and-another-android-trojan/
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Forensics
1 Arsenal Recon Launches Revolutionary Computer Forensics Solution
1 EnCase Forensic v7.05
1 Getting forensics data off smartphones, tablets can be tough, experts say
1 Oxygen Forensic Suite 2012
1 Phone texts dont die: they hide
1 Rimkus Analytics Adds new Services to their Digital Forensics Division
I Test Results for Mobile Device Acquisition Tool: CelleBrite
I Test Results: Mobile Phone Examiner Plus (MPE+)

Technology

Conficker worm still being tracked, but evidence collection slows

Cyber Criminals Target Kids in New Venue

Cyber-criminals are ready to strike

Cyberthieves loot $400,000 from city bank account

Economic Espionage: How to Spot a Possible Insider Threat

Google Researcher: Activists Targeted by Corporate-Made Malware
Google Working On Malware Scanner For App Store

Hackers steal thousands of student records from computers at Florida college
Hackers Take Advantage Of Megaupload, Pirate Bay Withdrawal

How your computer may be stealing your money

Irish Google, Yahoo Domains Taken Offline Briefly After Security Breach
Leaked AT&T Files Show Planned Anti-Piracy Measures

Mozilla Pulls Firefox 16 Over Vulnerability

Pacemakers, Defibrillators Open To Attack

RSA Europe 2012: Cloud computing has potential to drive greater security
Skype malware steals more than your money

Small Biz Scrappers Urged To Take The Fight To Hackers

Steam Spawns Vulnerabilities, Say Researchers

Teen hacker earns $60K for full Google Chrome exploit

Two-thirds of Bing users exposed to malicious links

Why smaller companies are cyber crimes sweet spot
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FBIl news
Government
1 Lebanese Man Sentenced to 12 Years in Prison for Conspiring to Provide Material Support to

Terrorists
1 FBI Makes Arrests in Conspiracy, Theft of Government Property Case

Technology
1 FBI Announces Launch of Safe Online Surfing Internet Challenge
1 Modesto Man Sentenced to Prison for Counterfeit Media Conspiracy


http://www.marketwatch.com/story/arsenal-recon-launches-revolutionary-computer-forensics-solution-2012-10-15
http://www.dfinews.com/article/encase-forensic-v705
http://www.networkworld.com/news/2012/101212-smartphone-forensics-263306.html
http://www.dfinews.com/article/oxygen-forensic-suite-2012-0
http://www.afr.com/p/technology/phone_texts_don_die_they_hide_KuKPtcloe1Wp9BFBkbjGVO
http://www.enterprisecommunications.com/blogs/5462-rimkus-analytics-adds-new-services-to-their-digital-forensics-division.aspx
http://www.dfinews.com/news/test-results-mobile-device-acquisition-tool-cellebrite-ufed-1186-report-manager-183ufed-physica
http://www.dfinews.com/news/test-results-mobile-device-acquisition-tool-mobile-phone-examiner-plus-mpe-4602
http://www.csoonline.com/article/718492/conficker-worm-still-being-tracked-but-evidence-collection-slows?source=rss_data_protection
http://www.kspr.com/news/kspr-cyber-criminals-target-kids-in-new-venue-20121012,0,2439772.story
http://www.seacoastonline.com/articles/20121014-BIZ-210140311
http://www.computerworld.com/s/article/9232372/
http://www.cyberwarzone.com/economic-espionage-how-spot-possible-insider-threat
http://feeds.ziffdavisenterprise.com/~r/RSS/eweeksecurity/~3/nxbRNNRC3Lg/
http://packetstormsecurity.org/news/view/21607/Google-Working-On-Malware-Scanner-For-App-Store.html
http://www.computerworld.com/s/article/9232276/
http://packetstormsecurity.org/news/view/21595/Hackers-Take-Advantage-Of-Megaupload-Pirate-Bay-Withdrawal.html
http://www.iol.co.za/scitech/technology/security/how-your-computer-may-be-stealing-your-money-1.1400893
http://feeds.ziffdavisenterprise.com/~r/RSS/eweeksecurity/~3/ogjQFVv0IKY/
http://packetstormsecurity.org/news/view/21608/Leaked-AT-T-Files-Show-Planned-Anti-Piracy-Measures.html
http://packetstormsecurity.org/news/view/21596/Mozilla-Pulls-Firefox-16-Over-Vulnerability.html
http://packetstormsecurity.org/news/view/21614/Pacemakers-Defibrillators-Open-To-Attack.html
http://www.infosecurity-magazine.com/view/28729/rsa-europe-2012-cloud-computing-has-potential-to-drive-greater-security/
http://thenextweb.com/microsoft/2012/10/12/skype-malware-steals-more-than-your-money-user-accounts-from-facebook-twitter-paypal-and-more/
http://packetstormsecurity.org/news/view/21598/Small-Biz-Scrappers-Urged-To-Take-The-Fight-To-Hackers.html
http://packetstormsecurity.org/news/view/21615/Steam-Spawns-Vulnerabilities-Say-Researchers.html
http://www.infosecurity-magazine.com/view/28730/teen-hacker-earns-60k-for-full-google-chrome-exploit/
http://www.infosecurity-magazine.com/view/28731/twothirds-of-bing-users-exposed-to-malicious-links/
http://www.scmagazine.com/why-smaller-companies-are-cyber-crimes-sweet-spot/article/263014/
http://www.fbi.gov/tampa/press-releases/2012/winter-park-man-sentenced-to-14-years-for-distributing-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=146091
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CPKP

Papers:

Tools

=

Bay Mills Man Sentenced in Child Sexual Assault

Eight Self-ldentified ‘Boy Lovers’ Sentenced to Prison for Sexual Exploitation Crimes
Ganesvoort Man Pleads Guilty to Receiving Child Pornography

Independence Man Sentenced to 10 Years for Possessing Child Pornography

Lac Vieux Desert Member Sentenced in Child Sexual Assault

Louisiana Man Sentenced in Virginia to 25 Years for Filming His Sexual Abuse of a Minor Girl
Memphis Woman Sentenced to 168 Months in Prison for Child Sex Trafficking Conspiracy
Newport News Man Sentenced to 50 Years for Producing Child Pornography

Savannah Man Wanted for Sex Trafficking of a Child

Winter Park Man Sentenced to 14 Years for Distributing Child Pornography
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Steam Browser Protocol Insecurity

In this paper the authors uncover and demonstrate a novel and interesting way to convert local
bugs and features in remotely exploitable security vulnerabilities by using the well known
Steam3 platform as an attack vector against remote systems.

CRLF Injection / HTTP Response Splitting

This is a whitepaper that discusses CRLF injection and HTTP response splitting attacks.

Fast And Furious DNS Security

This is a brief whitepaper that discusses an overview of DNS and security implications
surrounding the model.

Adobe Flash Player Integer Overflow Analysis

This whitepaper is a thorough analysis of the Adobe Flash Player integer overflow vulnerability
and documented in CVE-2012-1535.

MS IE CVE-2012-4969 Analysis

This document is an analysis of the Microsoft Internet Explorer use-after-free vulnerability as
noted in CVE-2012-4969.

Dark DOrk3r 1.0

Dark DOrk3r is a python script that performs dork searching and searches for local file inclusion
and SQL injection errors.

Dark DOrk3r 0.9

Dark DOrk3r is a python script that performs dork searching and searches for local file inclusion
and SQL injection errors.

OATH Toolkit 2.0.0

OATH Toolkit attempts to collect several tools that are useful when deploying technologies
related to OATH, such as HOTP one-time passwords. It is a fork of the earlier HOTP Toolkit.
SmartdOrk3r Scanner 0.3

SmartdOrk3r is a python script that performs dork searching and searches for local file inclusion
and SQL injection errors. It is based on darkdOrk3r.

THC-IPV6 Attack Tool 2.0

THC-IPV6 is a toolkit that attacks the inherent protocol weaknesses of IPv6 and ICMP6 and it
includes an easy to use packet factory library.


http://www.fbi.gov/norfolk/press-releases/2012/newport-news-man-sentenced-to-50-years-for-producing-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=145594
http://www.fbi.gov/memphis/press-releases/2012/memphis-woman-sentenced-to-168-months-in-prison-for-child-sex-trafficking-conspiracy?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=145526
http://www.ic3.gov/media/2012/121012.aspx
http://www.fbi.gov/richmond/press-releases/2012/louisiana-man-sentenced-in-virginia-to-25-years-in-prison-for-filming-his-sexual-abuse-of-a-minor-girl?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=146437
http://www.fbi.gov/atlanta/press-releases/2012/savannah-man-wanted-for-sex-trafficking-of-a-child?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=146437
http://packetstormsecurity.org/files/117405/Steam-Browser-Protocol-Insecurity.html
http://packetstormsecurity.org/files/117404/CRLF-Injection-HTTP-Response-Splitting.html
http://packetstormsecurity.org/files/117352/Fast-And-Furious-DNS-Security.html
http://packetstormsecurity.org/files/117332/Adobe-Flash-Player-Integer-Overflow-Analysis.html
http://packetstormsecurity.org/files/117243/MS-IE-CVE-2012-4969-Analysis.html
http://packetstormsecurity.org/files/117403/Dark-D0rk3r-1.0.html
http://packetstormsecurity.org/files/117356/Dark-D0rk3r-0.9.html
http://packetstormsecurity.org/files/117292/OATH-Toolkit-2.0.0.html
http://packetstormsecurity.org/files/117402/Smartd0rk3r-Scanner-0.3.html
http://packetstormsecurity.org/files/117302/THC-IPV6-Attack-Tool-2.0.html
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Advisories for the week of October 17, 2012
Highlights

Google Chrome Two Vulnerabilties o=

Google @
Two vulnerabilities have been reported in Google Chrome, which can be exploited by malicious people to bypass
certain security restrictions and compromise a user's system.

(— 1 Microsoft Internet Explorer Multiple Vulnerabilties o=
e D

L ' Five vulnerabilities have been reported in Microsoft Internet Explorer, which can be exploited by malicious people to
COmMpromise a users system.

Oracle Java Three Vulnerabilties o=

= @

|]";] - . . . - .

e Three vulnerabilities have been reported in Oracle Java, which can be exploited by malicious people to compromise a
users system.

[{[E=N

Red Hat Security Advisory 2012-1376-01

Red Hat Security Advisory 2012-1376-01 - jboss-ec2-eap provides JBoss Operations Network scripts
for JBoss Enterprise Application Platform running on the Amazon Web Services Elastic Compute
Cloud. It was found that the "/var/cache/jboss-ec2-eap/" directory had world readable permissions when
using the EC2 AMI for JBoss Enterprise Application Platform 5.1.2 on Red Hat Enterprise Linux 6. A
local attacker could use this flaw to read potentially sensitive information from this directory, such as
Amazon Web Services credentials.
Red Hat Security Advisory 2012-1366-01

Red Hat Security Advisory 2012-1366-01 - The kernel packages contain the Linux kernel, the core of
any Linux operating system. This update fixes the following security issue: A flaw was found in the way
socket buffers requiring TSO were handled by the sfc driver. If the skb did not fit within the minimum-
size of the transmission queue, the network card could repeatedly reset itself. A remote attacker could
use this flaw to cause a denial of service.
Red Hat Security Advisory 2012-1380-01

Red Hat Security Advisory 2012-1380-01 - Horizon is the OpenStack Dashboard, a web interface for
managing OpensStack services. An open redirect flaw was found in the way Horizon handled
authentication. A remote attacker able to trick a victim into opening the Horizon login page using a
specially-crafted link could redirect the victim to an arbitrary web page, and conduct phishing attacks,
after the victim successfully logs in.
Red Hat Security Advisory 2012-1378-01

Red Hat Security Advisory 2012-1378-01 - Keystone is a Python implementation of the OpenStack
identity service API. It was found that Keystone incorrectly handled authorization failures. If a client
attempted to change their tenant membership to one they are not authorized to join, Keystone correctly
returned a not authorized error; however, the client was still added to the tenant. Users able to access
the Keystone administrative API could use this flaw to add any user to any tenant. When logging into
Keystone, the user receives a token to use for authentication with other services managed by
Keystone. It was found that Keystone failed to revoke tokens if privileges were revoked, allowing users
to retain access to resources they should no longer be able to access while their token remains valid.



http://packetstormsecurity.org/files/117417/Red-Hat-Security-Advisory-2012-1376-01.html
http://packetstormsecurity.org/files/117416/Red-Hat-Security-Advisory-2012-1366-01.html
http://packetstormsecurity.org/files/117415/Red-Hat-Security-Advisory-2012-1380-01.html
http://packetstormsecurity.org/files/117414/Red-Hat-Security-Advisory-2012-1378-01.html
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Red Hat Security Advisory 2012-1379-01

Red Hat Security Advisory 2012-1379-01 - OpenStack Swift is a highly available, distributed,
eventually consistent object/blob store. It was found that OpenStack Swift used the Python pickle
module in an insecure way to serialize and deserialize data from memcached. As memcached does not
have authentication, an attacker on the local network, or possibly an unprivileged user in a virtual
machine hosted on OpenStack, could use this flaw to inject specially-crafted data that would lead to
arbitrary code execution.
Secunia Security Advisory 50973

Secunia Security Advisory - Ubuntu has issued an update for libgssglue. This fixes a vulnerability,
which can be exploited by malicious, local users to gain escalated privileges.
Secunia Security Advisory 50918

Secunia Security Advisory - A vulnerability has been discovered in PBBoard, which can be exploited
by malicious people to conduct SQL injection attacks.
Secunia Security Advisory 50962

Secunia Security Advisory - Multiple vulnerabilities have been reported in Proficy Real-Time
Information Portal, which can be exploited by malicious people to cause a DoS (Denial of Service) and
potentially compromise a vulnerable system.
Secunia Security Advisory 50984

Secunia Security Advisory - SUSE has issue an update for MozillaFirefox. This fixes multiple
vulnerabilities, which can be exploited by malicious people to conduct cross-site scripting and spoofing
attacks, bypass certain security restrictions, and compromise a user's system.
Secunia Security Advisory 50978

Secunia Security Advisory - Red Hat has issued an update for rhncfg. This fixes a security issue,
which can be exploited by malicious, local users to disclose sensitive information.
Slackware Security Advisory - seamonkey Updates

Slackware Security Advisory - New seamonkey packages are available for Slackware 13.37, 14.0,
and -current to fix security issues.
Slackware Security Advisory - mozilla-thunderbird Updates

Slackware Security Advisory - New mozilla-thunderbird packages are available for Slackware 13.37,
14.0, and -current to fix security issues.
Slackware Security Advisory - mozilla-firefox Updates

Slackware Security Advisory - New mozilla-firefox packages are available for Slackware 13.37, 14.0,
and -current to fix a security issue. This update fixes a security vulnerability that could allow a malicious
site to potentially determine which websites users have visited and have access to the URL or URL
parameters.
Red Hat Security Advisory 2012-1369-01

Red Hat Security Advisory 2012-1369-01 - Red Hat Network Tools provide programs and libraries
that allow your system to use provisioning, monitoring, and configuration management capabilities
provided by Red Hat Network and Red Hat Network Satellite. It was discovered that the Red Hat
Network Configuration Client tool set world-readable permissions on the "/var/log/rhncfg-actions" file,
used to store the output of different rhncfg-client actions. This could possibly allow a local attacker to
obtain sensitive information they would otherwise not have access to.
Ubuntu Security Notice USN-1612-1

Ubuntu Security Notice 1612-1 - It was discovered that libgssglue incorrectly handled the
GSSAPI_MECH_CONF environment variable when running a privileged binary. A local attacker could
exploit this to gain root privileges.
Secunia Security Advisory 50958

Secunia Security Advisory - Red Hat has issued an update for libvirt. This fixes a vulnerability, which
can be exploited by malicious people to cause a DoS (Denial of Service).
Secunia Security Advisory 50941

Secunia Security Advisory - Ubuntu has issued an update for quagga. This fixes a vulnerability, which
can be exploited by malicious people to cause a DoS (Denial of Service).
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http://packetstormsecurity.org/files/117413/Red-Hat-Security-Advisory-2012-1379-01.html
http://packetstormsecurity.org/files/117412/Secunia-Security-Advisory-50973.html
http://packetstormsecurity.org/files/117411/Secunia-Security-Advisory-50918.html
http://packetstormsecurity.org/files/117410/Secunia-Security-Advisory-50962.html
http://packetstormsecurity.org/files/117409/Secunia-Security-Advisory-50984.html
http://packetstormsecurity.org/files/117408/Secunia-Security-Advisory-50978.html
http://packetstormsecurity.org/files/117406/Slackware-Security-Advisory-seamonkey-Updates.html
http://packetstormsecurity.org/files/117390/Slackware-Security-Advisory-mozilla-thunderbird-Updates.html
http://packetstormsecurity.org/files/117389/Slackware-Security-Advisory-mozilla-firefox-Updates.html
http://packetstormsecurity.org/files/117382/Red-Hat-Security-Advisory-2012-1369-01.html
http://packetstormsecurity.org/files/117381/Ubuntu-Security-Notice-USN-1612-1.html
http://packetstormsecurity.org/files/117366/Secunia-Security-Advisory-50958.html
http://packetstormsecurity.org/files/117365/Secunia-Security-Advisory-50941.html
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Secunia Security Advisory 50957

Secunia Security Advisory - Two vulnerabilities have been reported in EMC NetWorker Module for
Microsoft Applications, which can be exploited by malicious, local users to disclose potentially sensitive
information and by malicious people to compromise a vulnerable system.
Secunia Security Advisory 50964

Secunia Security Advisory - A vulnerability has been reported in Mozilla Firefox and Thunderbird,
which can be exploited by malicious people to bypass certain security restrictions or potentially
compromise a user's system.
Secunia Security Advisory 50923

Secunia Security Advisory - OpenVZ has issued an update for the kernel. This fixes multiple
vulnerabilities, which can be exploited by malicious, local users to cause a DoS (Denial of Service).
Secunia Security Advisory 50907

Secunia Security Advisory - Red Hat has issued an update for thunderbird. This fixes a vulnerability,
which can be exploited by malicious people to bypass certain security restrictions or potentially
compromise a user's system.
Secunia Security Advisory 50894

Secunia Security Advisory - IBM has acknowledged some vulnerabilities in OS/400, which can be
exploited by malicious people to conduct cross-site scripting attacks.
Secunia Security Advisory 50903

Secunia Security Advisory - Red Hat has issued an update for bind97. This fixes a vulnerability,
which can be exploited by malicious people to cause a DoS (Denial of Service).
Secunia Security Advisory 50912

Secunia Security Advisory - Positive Research has reported a vulnerability in nginx, which can be
exploited by malicious people to bypass certain security restrictions.
Secunia Security Advisory 50893

Secunia Security Advisory - Sense of Security has reported a vulnerability in FileBound On-Site,
which can be exploited by malicious users to bypass certain security restrictions.
Secunia Security Advisory 50906

Secunia Security Advisory - Red Hat has issued an update for xulrunner. This fixes a vulnerability,
which can be exploited by malicious people to bypass certain security restrictions or potentially
compromise a user's system.
Secunia Security Advisory 50943

Secunia Security Advisory - Multiple vulnerabilities have been reported in Mahara, which can be
exploited by malicious users to conduct script insertion attacks and by malicious people to conduct
click-jacking and cross-site scripting and request forgery attacks.
Secunia Security Advisory 50904

Secunia Security Advisory - Ubuntu has issued an update for thunderbird. This fixes multiple
vulnerabilities, which can be exploited by malicious people to conduct cross-site scripting and spoofing
attacks, bypass certain security restrictions, and compromise a user's system.
Secunia Security Advisory 50804

Secunia Security Advisory - Charlie Eriksen has discovered a vulnerability in the Crayon Syntax
Highlighter plugin for WordPress, which can be exploited by malicious people to compromise a
vulnerable system.
Secunia Security Advisory 50916

Secunia Security Advisory - pennyGrit has discovered two vulnerabilities in airVision NVR, which can
be exploited by malicious people to conduct SQL injection attacks and disclose sensitive information.
Santander Sensitive Data In Cookies

Santander online banking stores full credit card information in cookies.
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Mandriva Linux Security Advisory 2012-167

Mandriva Linux Security Advisory 2012-167 - Mozilla security researcher moz_bug_r_a4 reported a
regression where security wrappers are unwrapped without doing a security check in defaultValue().
This can allow for improper access access to the Location object. In versions 15 and earlier of affected
products, there was also the potential for arbitrary code execution. The mozilla firefox packages has
been upgraded to the latest version which is unaffected by this security flaw.
Cisco WebEx .wrf Memory Corruption

Core Security Technologies Advisory - A vulnerability exists in atas32.dll affecting Cisco WebEx
Player version 3.26 that allows an attacker to corrupt memory, which may lead to code execution in the
context of the currently logged on user.
EMC NMM Arbitrary Code Execution

Vulnerabilities exist in EMC NMM that could potentially be exploited by a malicious user to execute
arbitrary code. Also, there is a risk that sensitive information could be disclosed under specific
circumstances described in the details below.
Mandriva Linux Security Advisory 2012-166

Mandriva Linux Security Advisory 2012-166 - The dump_resource function in dird/dird_conf.c in
Bacula before 5.2.11 does not properly enforce ACL rules, which allows remote authenticated users to
obtain resource dump information via unspecified vectors. The updated packages have been patched
to correct this issue.
Mandriva Linux Security Advisory 2012-165

Mandriva Linux Security Advisory 2012-165 - The Magick_png_malloc function in coders/png.c in
GraphicsMagick 6.7.8-6 does not use the proper variable type for the allocation size, which might allow
remote attackers to cause a denial of service via a crafted PNG file that triggers incorrect memory
allocation. The updated packages have been patched to correct this issue.
Slackware Security Advisory - bind Updates

Slackware Security Advisory - New bind packages are available for Slackware 12.1, 12.2, 13.0, 13.1,
13.37, 14.0, and -current to fix a security issue.
Red Hat Security Advisory 2012-1364-01

Red Hat Security Advisory 2012-1364-01 - The Berkeley Internet Name Domain is an implementation
of the Domain Name System protocols. BIND includes a DNS server ; a resolver library ; and tools for
verifying that the DNS server is operating correctly. A flaw was found in the way BIND handled certain
combinations of resource records. A remote attacker could use this flaw to cause a recursive resolver,
or an authoritative server in certain configurations, to lockup. Users of bind97 are advised to upgrade to
these updated packages, which correct this issue. After installing the update, the BIND daemon will be
restarted automatically.
Red Hat Security Advisory 2012-1362-01

Red Hat Security Advisory 2012-1362-01 - Mozilla Thunderbird is a standalone mail and newsgroup
client. A flaw was found in the way Thunderbird handled security wrappers. Malicious content could
cause Thunderbird to execute arbitrary code with the privileges of the user running Thunderbird.
Red Hat Security Advisory 2012-1363-01

Red Hat Security Advisory 2012-1363-01 - The Berkeley Internet Name Domain is an implementation
of the Domain Name System protocols. BIND includes a DNS server ; a resolver library ; and tools for
verifying that the DNS server is operating correctly. A flaw was found in the way BIND handled certain
combinations of resource records. A remote attacker could use this flaw to cause a recursive resolver,
or an authoritative server in certain configurations, to lockup. Users of bind are advised to upgrade to
these updated packages, which correct this issue. After installing the update, the BIND daemon will be
restarted automatically.
Red Hat Security Advisory 2012-1361-01

Red Hat Security Advisory 2012-1361-01 - XULRunner provides the XUL Runtime environment for
applications using the Gecko layout engine. A flaw was found in the way XULRunner handled security
wrappers. A web page containing malicious content could possibly cause an application linked against
XULRunner to execute arbitrary code with the privileges of the user running the application.
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Red Hat Security Advisory 2012-1365-01

Red Hat Security Advisory 2012-1365-01 - The Berkeley Internet Name Domain is an implementation
of the Domain Name System protocols. BIND includes a DNS server ; a resolver library ; and tools for
verifying that the DNS server is operating correctly. A flaw was found in the way BIND handled resource
records with a large RDATA value. A malicious owner of a DNS domain could use this flaw to create
specially-crafted DNS resource records, that would cause a recursive resolver or secondary server to
exit unexpectedly with an assertion failure.
Ubuntu Security Notice USN-1611-1

Ubuntu Security Notice 1611-1 - Henrik Skupin, Jesse Ruderman, Christian Holler, Soroush Dalili
and others discovered several memory corruption flaws in Thunderbird. If a user were tricked into
opening a malicious website and had JavaScript enabled, an attacker could exploit these to execute
arbitrary JavaScript code within the context of another website or arbitrary code as the user invoking
the program. CVE-2012-4191) David Bloom and Jordi Chancel discovered that Thunderbird did not
always properly handle the <select> element. If a user were tricked into opening a malicious website
and had JavaScript enabled, a remote attacker could exploit this to conduct URL spoofing and
clickjacking attacks. Various other issues were also addressed.
Ubuntu Security Notice USN-1610-1

Ubuntu Security Notice 1610-1 - Pablo Neira Ayuso discovered a flaw in the credentials of netlink
messages. An unprivileged local attacker could exploit this by getting a netlink based service, that relies
on netlink credentials, to perform privileged actions.
Ubuntu Security Notice USN-1609-1

Ubuntu Security Notice 1609-1 - A flaw was found in how the Linux kernel's KVM (Kernel-based
Virtual Machine) subsystem handled MSI (Message Signaled Interrupts). A local unprivileged user
could exploit this flaw to cause a denial of service or potentially elevate privileges.
Ubuntu Security Notice USN-1608-1

Ubuntu Security Notice 1608-1 - It was discovered that the browser engine used in Firefox contained
a memory corruption flaw. If a user were tricked into opening a specially crafted web page, a remote
attacker could cause Firefox to crash or potentially execute arbitrary code as the user invoking the
program. It was discovered that Firefox allowed improper access to the Location object. An attacker
could exploit this to obtain sensitive information. Various other issues were also addressed.
Ubuntu Security Notice USN-1607-1

Ubuntu Security Notice 1607-1 - Vadim Ponomarev discovered a flaw in the Linux kernel causing a
reference leak when PID namespaces are used. A remote attacker could exploit this flaw causing a
denial of service. A flaw was found in how the Linux kernel's KVM (Kernel-based Virtual Machine)
subsystem handled MSI (Message Signaled Interrupts). A local unprivileged user could exploit this flaw
to cause a denial of service or potentially elevate privileges. Various other issues were also addressed.
Ubuntu Security Notice USN-1606-1

Ubuntu Security Notice 1606-1 - A flaw was found in how the Linux kernel's KVM (Kernel-based
Virtual Machine) subsystem handled MSI (Message Signaled Interrupts). A local unprivileged user
could exploit this flaw to cause a denial of service or potentially elevate privileges. A flaw was found in
how the Linux kernel passed the replacement session keyring to a child process. An unprivileged local
user could exploit this flaw to cause a denial of service (panic). Various other issues were also
addressed.

Ubuntu Security Notice USN-1605-1

Ubuntu Security Notice 1605-1 - It was discovered that Quagga incorrectly handled certain
malformed messages. A remote attacker could use this flaw to cause Quagga to crash, resulting in a
denial of service.
Secunia Security Advisory 50952

Secunia Security Advisory - Ubuntu has issued an update for the kernel. This fixes a vulnerability,
which can be exploited by malicious, local users to cause a DoS (Denial of Service) and potentially gain
escalated privileges.
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Secunia Security Advisory 50951

Secunia Security Advisory - Roberto Paleari has reported two security issues in BigPond Wireless
Broadband Gateway 3G21WB, which can be exploited by malicious people to bypass certain security
restrictions and compromise a vulnerable device.
Secunia Security Advisory 50961

Secunia Security Advisory - Ubuntu has issued an update for the kernel. This fixes two vulnerabilities,
which can be exploited by malicious, local users to cause a DoS (Denial of Service) and potentially gain
escalated privileges.
Secunia Security Advisory 50929

Secunia Security Advisory - Ubuntu has issued an update for firefox. This fixes two vulnerabilities,
which can be exploited by malicious people to bypass certain security restrictions and compromise a
user's system.
Secunia Security Advisory 50959

Secunia Security Advisory - Two vulnerabilities have been reported in ServersCheck Monitoring
Software, which can be exploited by malicious people to conduct script insertion attacks.

Secunia Security Advisory 50908

Secunia Security Advisory - A vulnerability has been discovered in ServersCheck Monitoring
Software, which can be exploited by malicious people to conduct cross-site request forgery attacks.

Secunia Security Advisory 50933

Secunia Security Advisory - A vulnerability has been discovered in the eShop Magic plugin for
WordPress, which can be exploited by malicious people to disclose sensitive information.

Secunia Security Advisory 50842

Secunia Security Advisory - MegaMan has reported a vulnerability in vBSEO, which can be exploited
by malicious people to conduct cross-site scripting attacks.

Secunia Security Advisory 50847

Secunia Security Advisory - Benjamin Kunz Mejri has reported two vulnerabilities in Omnistar
Document Manager, which can be exploited by malicious people to conduct cross-site scripting attacks.
Mandriva Linux Security Advisory 2012-164

Mandriva Linux Security Advisory 2012-164 - Unspecified vulnerability in XSLT allows remote
attackers to obtain potentially sensitive information about heap memory addresses via unknown
vectors. libxslt 1.1.26 and earlier does not properly manage memory, which might allow remote
attackers to cause a denial of service via a crafted XSLT expression that is not properly identified
during XPath navigation, related to the xsltCompileLocationPathPattern function in libxslt/pattern.c and
the xsltGenerateldFunction function in libxslt/functions.c. libxml2 2.9.0-rc1 and earlier does not properly
support a cast of an unspecified variable during handling of XSL transforms, which allows remote
attackers to cause a denial of service or possibly have unknown other impact via a crafted document,
related to the _xmINs data structure in include/libxml/tree.h. Double free vulnerability in libxslt allows
remote attackers to cause a denial of service or possibly have unspecified other impact via vectors
related to XSL transforms. The updated packages have been patched to correct these issues.
Mandriva Linux Security Advisory 2012-163

Mandriva Linux Security Advisory 2012-163 - Mozilla developers identified and fixed several memory
safety bugs in the browser engine used in Firefox and other Mozilla-based products. Some of these
bugs showed evidence of memory corruption under certain circumstances, and it is presumed that with
enough effort at least some of these could be exploited to run arbitrary code. Various other issues have
been addressed. The mozilla firefox packages has been upgraded to the latest version which is
unaffected by these security flaws.
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Ubuntu Security Notice USN-1604-1

Ubuntu Security Notice 1604-1 - It was discovered that MoinMoin did not properly sanitize certain
input, resulting in a cross-site scripting (XSS) vulnerability. With cross-site scripting vulnerabilities, if a
user were tricked into viewing server output during a crafted server request, a remote attacker could
exploit this to modify the contents, or steal confidential data, within the same domain. It was discovered
that MoinMoin incorrectly handled group names that contain virtual group names such as "All", "Known"
or "Trusted". This could result in a remote user having incorrect permissions. Various other issues were
also addressed.
Red Hat Security Advisory 2012-1359-01

Red Hat Security Advisory 2012-1359-01 - The libvirt library is a C API for managing and interacting
with the virtualization capabilities of Linux and other operating systems. In addition, libvirt provides tools
for remote management of virtualized systems. A flaw was found in libvirtd's RPC call handling. An
attacker able to establish a read-only connection to libvirtd could use this flaw to crash libvirtd by
sending an RPC message that has an event as the RPC number, or an RPC number that falls into a
gap in the RPC dispatch table.
Secunia Security Advisory 50954

Secunia Security Advisory - Two vulnerabilities have been reported in Google Chrome, which can be
exploited by malicious people to bypass certain security restrictions and compromise a user's system.
Secunia Security Advisory 50905

Secunia Security Advisory - Multiple vulnerabilities have been reported in Cisco WebEx Recording
Format Player, which can be exploited by malicious people to compromise a user's system.
Secunia Security Advisory 50914

Secunia Security Advisory - MWR InfoSecurity has reported two vulnerabilities in Samsung Galaxy S
111, which can be exploited by malicious people to compromise a vulnerable device.
Secunia Security Advisory 50953

Secunia Security Advisory - A vulnerability has been reported in Symantec Ghost Solution Suite,
which can be exploited by malicious users to potentially compromise a vulnerable system.
Secunia Security Advisory 50932

Secunia Security Advisory - Gareth Heyes has discovered a vulnerability in Mozilla Firefox, which can
be exploited by malicious people to bypass certain security restrictions.
Secunia Security Advisory 50885

Secunia Security Advisory - Ubuntu has issued an update for MoinMoin. This fixes two vulnerabilities,
which can be exploited by malicious users to bypass certain security restrictions and by malicious
people to conduct cross-site scripting attacks.
Secunia Security Advisory 50857

Secunia Security Advisory - Some vulnerabilities have been reported in Cisco FWSM (Firewall
Services Module) for Cisco Catalyst 6500 Series Switches and Cisco 7600 Series Routers, which can
be exploited by malicious people to cause a DoS (Denial of Service) or compromise a vulnerable
system.
Secunia Security Advisory 50956

Secunia Security Advisory - Ubuntu has issued an update for bind. This fixes a vulnerability, which
can be exploited by malicious people to cause a DoS (Denial of Service).
Secunia Security Advisory 50871

Secunia Security Advisory - Multiple vulnerabilities have been reported in Cisco ASA 5500 Series
Adaptive Security Appliances and Cisco Catalyst 6500 Series ASA Services Module (ASASM), which
can be exploited by malicious people to cause a DoS (Denial of Service) or compromise a vulnerable
system.
Secunia Security Advisory 50898

Secunia Security Advisory - A vulnerability has been reported in the ShareThis module for Drupal,
which can be exploited by malicious users to conduct script insertion attacks.

11


http://packetstormsecurity.org/files/117304/Ubuntu-Security-Notice-USN-1604-1.html
http://packetstormsecurity.org/files/117303/Red-Hat-Security-Advisory-2012-1359-01.html
http://packetstormsecurity.org/files/117326/Secunia-Security-Advisory-50954.html
http://packetstormsecurity.org/files/117325/Secunia-Security-Advisory-50905.html
http://packetstormsecurity.org/files/117324/Secunia-Security-Advisory-50914.html
http://packetstormsecurity.org/files/117323/Secunia-Security-Advisory-50953.html
http://packetstormsecurity.org/files/117322/Secunia-Security-Advisory-50932.html
http://packetstormsecurity.org/files/117321/Secunia-Security-Advisory-50885.html
http://packetstormsecurity.org/files/117320/Secunia-Security-Advisory-50857.html
http://packetstormsecurity.org/files/117319/Secunia-Security-Advisory-50956.html
http://packetstormsecurity.org/files/117318/Secunia-Security-Advisory-50871.html
http://packetstormsecurity.org/files/117317/Secunia-Security-Advisory-50898.html

CIR

Secunia Security Advisory 50880

Secunia Security Advisory - Two vulnerabilities have been reported in Web Help Desk, which can be
exploited by malicious people to conduct script insertion attacks.
Secunia Security Advisory 50899

Secunia Security Advisory - A vulnerability has been reported in Web Help Desk, which can be
exploited by malicious people to conduct script insertion attacks.
Secunia Security Advisory 50940

Secunia Security Advisory - A security issue has been discovered in Rubylnstaller, which can be
exploited by malicious, local users to perform certain actions with escalated privileges.
Secunia Security Advisory 50938

Secunia Security Advisory - A security issue has been discovered in ActiveTcl, which can be
exploited by malicious, local users to perform certain actions with escalated privileges.
Secunia Security Advisory 50960

Secunia Security Advisory - A security issue has been discovered in Python, which can be exploited
by malicious, local users to perform certain actions with escalated privileges.
Secunia Security Advisory 50944

Secunia Security Advisory - Ubuntu has issued an update for ruby. This fixes two vulnerabilities,
which can be exploited by malicious people to bypass certain security restrictions.
Secunia Security Advisory 50939

Secunia Security Advisory - A security issue has been discovered in ActivePython, which can be
exploited by malicious, local users to perform certain actions with escalated privileges.
Secunia Security Advisory 50937

Secunia Security Advisory - A security issue has been discovered in ActivePerl, which can be
exploited by malicious, local users to perform certain actions with escalated privileges.
Secunia Security Advisory 50902

Secunia Security Advisory - A weakness and two vulnerabilities have been reported in the Basic
webmail module for Drupal, which can be exploited by malicious users to disclose potentially sensitive
information and by malicious people to conduct cross-site scripting and script insertion attacks.
Cisco Security Advisory 20121010-webex

Cisco Security Advisory - The Cisco WebEx Recording Format (WRF) player contains six buffer
overflow vulnerabilities. In some cases, exploitation of the vulnerabilities could allow a remote attacker
to execute arbitrary code on the system with the privileges of a targeted user. Cisco has updated
affected versions of the WebEx meeting sites and Cisco WebEx WRF Player to address these
vulnerabilities.
Drupal ShareThis 7.x Cross Site Scripting

Drupal ShareThis third party module version 7.x suffers from a cross site scripting vulnerability.

Drupal Basic Webmail 6.x XSS / Disclosure

Drupal Basic Webmail third party module version 6.x suffers from cross site scripting, information
disclosure, and other vulnerabilities.
Cisco Security Advisory 20121010-fwsm

Cisco Security Advisory - The Cisco Firewall Services Module (FWSM) for Cisco Catalyst 6500
Series Switches and Cisco 7600 Series Routers is affected by buffer overflow and denial of service
vulnerabilities. Cisco has released free software updates that address these vulnerabilities. There are
no workarounds that mitigate these vulnerabilities.
Cisco Security Advisory 20121010-asa

Cisco Security Advisory - Cisco ASA 5500 Series Adaptive Security Appliances (ASA) and Cisco
Catalyst 6500 Series ASA Services Module (ASASM) may be affected by various denial of service
vulnerabilities and a buffer overflow vulnerability. Cisco has released free software updates that
address these vulnerabilities. Workarounds are available for some of these vulnerabilities.
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Drupal Mandrill 7.x Information Disclosure

Drupal Mandrill third party module version 7.x suffers from an information disclosure vulnerability.
Drupal Feeds 7.x Access Bypass

Drupal Feeds third party module version 7.x suffers from an access bypass vulnerability.

Apache CloudStack API Call Execution

The CloudStack PPMC was notified of a configuration vulnerability that exists in development
versions of the Apache Incubated CloudStack project. This vulnerability allows a malicious user to
execute arbitrary CloudStack API calls. A malicious user could, for example, delete all VMs in the
system.
Mandriva Linux Security Advisory 2012-162

Mandriva Linux Security Advisory 2012-162 - A vulnerability was discovered and corrected in bind. A
certain combination of records in the RBT could cause named to hang while populating the additional
section of a response. The updated packages have been upgraded to bind 9.7.6-P4 and 9.8.3-P4 which
is not vulnerable to this issue.
Windows 8 Picture Password / PIN Authentication Flaw

Passcape Software has discovered a serious problem with the Picture password and PIN
authentication methods in the upcoming release of Windows 8.
Slackware Security Advisory - mozilla-firefox Updates

Slackware Security Advisory - New mozilla-firefox packages are available for Slackware 13.37, 14.0,
and -current to fix security issues.
Ubuntu Security Notice USN-1601-1

Ubuntu Security Notice 1601-1 - Jake Montgomery discovered that Bind incorrectly handled certain
specific combinations of RDATA. A remote attacker could use this flaw to cause Bind to crash, resulting
in a denial of service.
Ubuntu Security Notice USN-1603-1

Ubuntu Security Notice 1603-1 - Shugo Maedo and Vit Ondruch discovered that Ruby incorrectly
allowed untainted strings to be modified in protective safe levels. An attacker could use this flaw to
bypass intended access restrictions.
Ubuntu Security Notice USN-1602-1

Ubuntu Security Notice 1602-1 - Tyler Hicks and Shugo Maeda discovered that Ruby incorrectly
allowed untainted strings to be modified in protective safe levels. An attacker could use this flaw to
bypass intended access restrictions.
Secunia Security Advisory 50919

Secunia Security Advisory - Anil Pazvant has reported a vulnerability in Wing FTP Server, which can
be exploited by malicious users to cause a DoS (Denial of Service).
Secunia Security Advisory 50895

Secunia Security Advisory - A weakness has been reported in Linux Kernel, which can be exploited
by malicious, local users to disclose potentially sensitive system information.
Secunia Security Advisory 50878

Secunia Security Advisory - A vulnerability has been reported in ISC BIND, which can be exploited by
malicious people to cause a DoS (Denial of Service).
Secunia Security Advisory 50892

Secunia Security Advisory - Ubuntu has issued an update for firefox. This fixes multiple
vulnerabilities, which can be exploited by malicious people to conduct cross-site scripting and spoofing
attacks, bypass certain security restrictions, and compromise a user's system.
Secunia Security Advisory 50856

Secunia Security Advisory - Multiple vulnerabilities have been reported in Mozilla Firefox and
Thunderbird, which can be exploited by malicious people to conduct cross-site scripting and spoofing
attacks, bypass certain security restrictions, and compromise a user's system.
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Secunia Security Advisory 50935

Secunia Security Advisory - Multiple vulnerabilities have been reported in Mozilla SeaMonkey, which
can be exploited by malicious people to conduct cross-site scripting and spoofing attacks, bypass
certain security restrictions, and compromise a user's system.
Secunia Security Advisory 50936

Secunia Security Advisory - Multiple vulnerabilities have been reported in Mozilla Firefox and
Thunderbird, which can be exploited by malicious people to conduct cross-site scripting attacks, bypass
certain security restrictions, and compromise a user's system.
Secunia Security Advisory 50945

Secunia Security Advisory - Oracle has acknowledged two weaknesses in Pidgin included in Solaris,
which can be exploited by malicious people to cause a DoS (Denial of Service).

Secunia Security Advisory 50913

Secunia Security Advisory - SUSE has issued an update for gemu. This fixes two vulnerabilities,
which can be exploited by malicious, local users in a guest virtual machine to potentially gain escalated
privileges.

Secunia Security Advisory 50896

Secunia Security Advisory - A security issue has been reported in gitolite, which can be exploited by
malicious users to bypass certain security restrictions.
Secunia Security Advisory 50887

Secunia Security Advisory - Red Hat has issued an update for firefox. This fixes multiple
vulnerabilities, which can be exploited by malicious people to conduct cross-site scripting and spoofing
attacks, bypass certain security restrictions, and compromise a user's system.

Secunia Security Advisory 50947

Secunia Security Advisory - Oracle has acknowledged a vulnerability in BIND included in Solaris,
which can be exploited by malicious people to cause a DoS (Denial of Service).
Secunia Security Advisory 50922

Secunia Security Advisory - HP has acknowledged some weaknesses and some vulnerabilities in HP
Secure Web Server (SWS) for OpenVMS, which can be exploited by malicious, local users to bypass
certain security restrictions and gain escalated privileges and by malicious people to cause a DoS
(Denial of Service) and bypass certain security restrictions.

Secunia Security Advisory 50879

Secunia Security Advisory - A vulnerability has been reported in Joomla!, which can be exploited by
malicious people to conduct cross-site scripting attacks.
Secunia Security Advisory 50877

Secunia Security Advisory - High-Tech Bridge has discovered two vulnerabilities in OpenX, which
can be exploited by malicious users to conduct SQL injection attacks and by malicious people to
conduct cross-site scripting attacks.

Secunia Security Advisory 50897

Secunia Security Advisory - SUSE has issued an update for virtualbox. This fixes multiple
vulnerabilities, which can be exploited by malicious, local users to disclose potentially sensitive
information, manipulate certain data, and cause a DoS (Denial of Service) and by malicious users to
disclose potentially sensitive information and manipulate certain data.

Secunia Security Advisory 50889

Secunia Security Advisory - Red Hat has issued an update for thunderbird. This fixes multiple
vulnerabilities, which can be exploited by malicious people to conduct cross-site scripting and spoofing
attacks, bypass certain security restrictions, and compromise a user's system.

Secunia Security Advisory 50931

Secunia Security Advisory - A vulnerability has been reported in RSA Adaptive Authentication, which
can be exploited by malicious people to disclose certain sensitive information.
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Secunia Security Advisory 50891

Secunia Security Advisory - Oracle has acknowledged a vulnerability in libxmlI2 included in Solaris,
which can be exploited by malicious people to compromise an application using the library.
Secunia Security Advisory 50946

Secunia Security Advisory - Oracle has acknowledged two vulnerabilities in PostgreSQL included in
Solaris, which can be exploited by malicious people to disclose certain sensitive information and
compromise a user's system.
Secunia Security Advisory 50870

Secunia Security Advisory - SUSE has issued an update for flash-player. This fixes multiple
vulnerabilities, which can be exploited by malicious people to compromise a user's system.
Secunia Security Advisory 50822

Secunia Security Advisory - A vulnerability with an unknown impact has been reported in the AceFTP
component for Joomla!.
Secunia Security Advisory 50876

Secunia Security Advisory - Multiple vulnerabilities have been reported in Adobe Flash Player and
Adobe AIR, which can be exploited by malicious people to compromise a user's system.
Secunia Security Advisory 50872

Secunia Security Advisory - Multiple vulnerabilities have been reported in Google Chrome, which can
be exploited by malicious people to compromise a user's system.
Secunia Security Advisory 50815

Secunia Security Advisory - Ibrahim El-Sayed has reported a vulnerability in Interspire Email
Marketer, which can be exploited by malicious people to conduct cross-site scripting attacks.
Secunia Security Advisory 50807

Secunia Security Advisory - Ubuntu has issued an update for the kernel. This fixes a vulnerability,
which can be exploited by malicious, local users to cause a DoS (Denial of Service) and potentially gain
escalated privileges.
HP Security Bulletin HPSBOV02822 SSRT100966

HP Security Bulletin HPSBOV02822 SSRT100966 - Potential vulnerabilities have been identified with
HP Secure Web Server (SWS) for OpenVMS. The vulnerabilities could be remotely exploited to create
a Denial of Service (DoS), unauthorized access, or unauthorized disclosure of information. Revision 1
of this advisory.
Microsoft Security Bulletin Summary For October 2012

This bulletin summary lists 7 released Microsoft security bulletins for October, 2012.

Logica HotScan SWIFT Alliance Access Interface Buffer Overflow

The Hotscan Listener interface is prone to a buffer overflow vulnerability because the application fails
to perform adequate boundary checks on user-supplied input. This allows remote attackers to cause a
denial of service (crash) and possibly execute arbitrary code via a crafted font file.
Wing FTP Server 4.x Denial Of Service

Wing FTP server versions prior to 4.1.1 suffer from a denial of service vulnerability.

Technical Cyber Security Alert 2012-283A

Technical Cyber Security Alert 2012-283A - Select Microsoft software products contain multiple
vulnerabilities. Microsoft has released updates to address these vulnerabilities.
Red Hat Security Advisory 2012-1346-01

Red Hat Security Advisory 2012-1346-01 - The flash-plugin package contains a Mozilla Firefox
compatible Adobe Flash Player web browser plug-in. This update fixes several vulnerabilities in Adobe
Flash Player. These vulnerabilities are detailed on the Adobe security page APSB12-22, listed in the
References section. Specially-crafted SWF content could cause flash-plugin to crash or, potentially,
execute arbitrary code when a victim loads a page containing the malicious SWF content.
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Ubuntu Security Notice USN-1599-1

Ubuntu Security Notice 1599-1 - Pablo Neira Ayuso discovered a flaw in the credentials of netlink
messages. An unprivileged local attacker could exploit this by getting a netlink based service, that relies
on netlink credentials, to perform privileged actions.
Ubuntu Security Notice USN-1598-1

Ubuntu Security Notice 1598-1 - An error was discovered in the Linux kernel's network TUN/TAP
device implementation. A local user with access to the TUN/TAP interface (which is not available to
unprivileged users until granted by a root user) could exploit this flaw to crash the system or potential
gain administrative privileges.
Red Hat Security Advisory 2012-1350-01

Red Hat Security Advisory 2012-1350-01 - Mozilla Firefox is an open source web browser.
XULRunner provides the XUL Runtime environment for Mozilla Firefox. Several flaws were found in the
processing of malformed web content. A web page containing malicious content could cause Firefox to
crash or, potentially, execute arbitrary code with the privileges of the user running Firefox. Two flaws in
Firefox could allow a malicious website to bypass intended restrictions, possibly leading to information
disclosure, or Firefox executing arbitrary code. Note that the information disclosure issue could possibly
be combined with other flaws to achieve arbitrary code execution.
Red Hat Security Advisory 2012-1351-01

Red Hat Security Advisory 2012-1351-01 - Mozilla Thunderbird is a standalone mail and newsgroup
client. Several flaws were found in the processing of malformed content. Malicious content could cause
Thunderbird to crash or, potentially, execute arbitrary code with the privileges of the user running
Thunderbird. Two flaws in Thunderbird could allow malicious content to bypass intended restrictions,
possibly leading to information disclosure, or Thunderbird executing arbitrary code. Note that the
information disclosure issue could possibly be combined with other flaws to achieve arbitrary code
execution.
Red Hat Security Advisory 2012-1347-01

Red Hat Security Advisory 2012-1347-01 - The kernel packages contain the Linux kernel, the core of
any Linux operating system. A flaw was found in the way socket buffers requiring TSO were handled by
the sfc driver. If the skb did not fit within the minimum-size of the transmission queue, the network card
could repeatedly reset itself. A remote attacker could use this flaw to cause a denial of service.
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Denial of Service: (3)

Ezhometech EzServer 7.0 Remote Heap Corruption Vulnerability
QQPlayer 3.7.892 m2p quartz.dll Heap Pointer Overwrite PoC
VLC Player <= 2.0.3 ReadAV Crash PoC

Exploits: (35)

AjaXplorer checklinstall.php Remote Command Execution

Apple iOS MobileMail LibTIFF Buffer Overflow

Apple iOS MobileSafari LibTIFF Buffer Overflow

Avaya IP Office Customer Call Reporter ImageUpload.ashx Remote Command Execution
Avaya WinPMD UniteHostRouter Buffer Overflow

BigPond 3G21WB Hardcoded Credentials / Command Injection

Ezhometech EzServer 7.0 Remote Heap Corruption

FileBound 6.2 Privilege Escalation Vulnerability

HP Application Lifecycle Management XGO.ocx ActiveX SetShapeNodeType() Remote Code Execution
Huawei Technologies Internet Mobile Unicode SEH Exploit

InduSoft Web Studio Arbitrary Upload Remote Code Execution

KeyHelp ActiveX LaunchTriPane Remote Code Execution Vulnerability

Linux udev Netlink Local Privilege Escalation

Metasploit < v4.4 pcap_log Plugin Privilege Escalation Exploit

Metasploit pcap_log Local Privilege Escalation

MS11-080 AfdJoinLeaf Privilege Escalation

MS12-063 Microsoft Internet Explorer execCommand Use-After-Free Vulnerability
NTR ActiveX Control Check() Method Buffer Overflow

NTR ActiveX Control StopModule() Remote Code Execution

Oracle Business Transaction Management FlashTunnelService Remote Code Execution
P1 Networks Modem Backdoor

PHP 5.3.4 Win Com Module Com_sink Exploit

PLIB 1.8.5 ssg/ssgParser.cxx Buffer Overflow

QNX QCONN Remote Command Execution Vulnerability

QQPlayer 3.7.892 Heap Pointer Overwrite

Samba SetIinformationPolicy AuditEventsinfo Heap Overflow

Samsung Kies 2.3.2.12054 20 Multiple Vulnerabilities

Samsung Kies 2.3.2.12054_20 NULL Pointer Dereference / Access Control
Sisfokol 4.0 Shell Upload

Visual Tools DVR Command Injection / Password Disclosure

Webmin /file/show.cgi Remote Command Execution

Windows Escalate Service Permissions Local Privilege Escalation

Windows Escalate UAC Execute RunAs

Windows Escalate UAC Protection Bypass

ZEN Load Balancer Filelog Command Execution

17


http://www.exploit-db.com/exploits/22006
http://www.exploit-db.com/exploits/21991
http://www.exploit-db.com/exploits/21889
http://www.exploit-db.com/exploits/21993
http://www.exploit-db.com/exploits/21869
http://www.exploit-db.com/exploits/21868
http://www.exploit-db.com/exploits/21847
http://www.exploit-db.com/exploits/21838
http://packetstormsecurity.org/files/117355/BigPond-3G21WB-Hardcoded-Credentials-Command-Injection.html
http://packetstormsecurity.org/files/117391/Ezhometech-EzServer-7.0-Remote-Heap-Corruption.html
http://www.exploit-db.com/exploits/21892
http://www.exploit-db.com/exploits/21842
http://www.exploit-db.com/exploits/21988
http://www.exploit-db.com/exploits/21837
http://www.exploit-db.com/exploits/21888
http://www.exploit-db.com/exploits/21848
http://www.exploit-db.com/exploits/21927
http://packetstormsecurity.org/files/117358/Metasploit-pcap_log-Local-Privilege-Escalation.html
http://www.exploit-db.com/exploits/21844
http://www.exploit-db.com/exploits/21840
http://www.exploit-db.com/exploits/21841
http://www.exploit-db.com/exploits/21839
http://www.exploit-db.com/exploits/21846
http://packetstormsecurity.org/files/117392/P1-Networks-Modem-Backdoor.html
http://www.exploit-db.com/exploits/21887
http://www.exploit-db.com/exploits/21831
http://www.exploit-db.com/exploits/21852
http://packetstormsecurity.org/files/117371/QQPlayer-3.7.892-Heap-Pointer-Overwrite.html
http://www.exploit-db.com/exploits/21850
http://www.exploit-db.com/exploits/22007
http://packetstormsecurity.org/files/117387/Samsung-Kies-2.3.2.12054_20-NULL-Pointer-Dereference-Access-Control.html
http://packetstormsecurity.org/files/117420/Sisfokol-4.0-Shell-Upload.html
http://packetstormsecurity.org/files/117407/Visual-Tools-DVR-Command-Injection-Password-Disclosure.html
http://www.exploit-db.com/exploits/21851
http://www.exploit-db.com/exploits/21994
http://www.exploit-db.com/exploits/21843
http://www.exploit-db.com/exploits/21845
http://www.exploit-db.com/exploits/21849

CIR

Web Apps Exploits

airVisionNVR 1.1.13 Disclosure / SQL Injection

airVisionNVR 1.1.13 readfile() Disclosure and SQL Injection
AjaXplorer checkinstall.php Remote Command Execution

Auxilium RateMyPet Arbitrary File Upload Vulnerability

BigPond 3G21WB Multiple Vulnerabilities

Cartweaver 3 Local File Inclusion

Cartweaver 3 Local File Inclusion Vulnerability

ContentDrome CMS 1.0 SQL Injection

Desarrollo Web Peru Default Login

Idel4 SQL Injection / Cross Site Scripting

Joomla iCagenda Component (id parameter) Multiple Vulnerabilities
Joomla iCagenda SQL Injection / Path Disclosure

MyBB 1.6.8 Cross Site Scripting

MyBB Profile Albums 0.9 SQL Injection

MyBB Profile Albums Plugin 0.9 (albums.php, album parameter) SQL Injection
Omnistar Document Manager v8.0 Multiple Vulnerabilities
PBBoard 3.0.0 Cross Site Scripting / SQL Injection

phpMyAdmin 3.5.2.2 server_sync.php Backdoor

PhpTax pfilez Parameter Exec Remote Code Injection

Project Pier Arbitrary File Upload Vulnerability

qdPM v7 Arbitrary PHP File Upload Vulnerability

ServersCheck Monitoring Software v9.0.12 / 9.0.14 - Stored XSS
SilverStripe 2.4.7 Cross Site Scripting

SilverStripe 2.4.7 Cross Site Scripting

SilverStripe 2.4.7 Open URL Redirection

Site2Host.com SQL Injection

UvumiTools Crop 2.0.0 Shell Upload

Videosmate Organizer 4.2 Authentication Bypass / Path Disclosure
Visual Tools DVR <= 3.0.6.16, VX Series <= 4.2.19.2 Multiple Vulnerabilities
vOIk Botnet Framework v4.0 Multiple Vulnerabilities
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piraziz.meb.gov.tr/index.php?m...

beylikduzu.meb.gov.tr/index.ph...
www.ilgindh.gov.tr
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www.forum.daughertytownship-pa...
www.unesco.org.br/unesconet/by...

bayrampasa.meb.gov.tr/index.ph...

espiye.meb.gov.tr/index.php?mo...

duzkoy.meb.gov.tr/index.php?mo...
aksu07.meb.gov.tr/index.php?mo...

genc.meb.gov.tr/index.php?modu...

kozan.meb.gov.tr/index.php?mod...

Win 2003
Win 2003
Win 2003
Win 2008
Linux
Linux
Linux
Win 2008
Linux
Win 2003
Linux
Unknown
Win 2003
Linux
Linux
Win 2003
FreeBSD
Linux
Linux
Linux
Linux
Linux
Win 2003
Win 2003
Win 2003
FreeBSD
Linux
Linux
Linux
Linux
F5 Big-IP
Linux
Linux
Linux
Win 2003
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Unknown
Win 2008



http://zone-h.org/archive/special=1/notifier=SA3D%20HaCk3D
http://zone-h.org/mirror/id/18473247
http://zone-h.org/archive/special=1/notifier=SaccaFrazi
http://zone-h.org/mirror/id/18475271
http://zone-h.org/archive/special=1/notifier=SaccaFrazi
http://zone-h.org/mirror/id/18475269
http://zone-h.org/archive/special=1/notifier=Sami%20Hack
http://zone-h.org/mirror/id/18358386
http://zone-h.org/archive/special=1/notifier=SanFour25
http://zone-h.org/mirror/id/18452209
http://zone-h.org/archive/special=1/notifier=Saudi%20-%20Hack
http://zone-h.org/mirror/id/18447983
http://zone-h.org/archive/special=1/notifier=skthexplot
http://zone-h.org/mirror/id/18476469
http://zone-h.org/archive/special=1/notifier=sLaSh%20HaCkEr
http://zone-h.org/mirror/id/18380075
http://zone-h.org/archive/special=1/notifier=sLaSh%20HaCkEr
http://zone-h.org/mirror/id/18377063
http://zone-h.org/archive/special=1/notifier=sopelboy
http://zone-h.org/mirror/id/18377016
http://zone-h.org/archive/special=1/notifier=SpoKo
http://zone-h.org/mirror/id/18476458
http://zone-h.org/archive/special=1/notifier=StRoNiX
http://zone-h.org/mirror/id/18366323
http://zone-h.org/archive/special=1/notifier=T0r3x
http://zone-h.org/mirror/id/18358322
http://zone-h.org/archive/special=1/notifier=top-team
http://zone-h.org/mirror/id/18360783
http://zone-h.org/archive/special=1/notifier=Turkish%20Energy%20Team
http://zone-h.org/mirror/id/18373849
http://zone-h.org/archive/special=1/notifier=Turkish%20Energy%20Team
http://zone-h.org/mirror/id/18372863
http://zone-h.org/archive/special=1/notifier=Turkish%20Energy%20Team
http://zone-h.org/mirror/id/18372679
http://zone-h.org/archive/special=1/notifier=Turkish%20Energy%20Team
http://zone-h.org/mirror/id/18371407
http://zone-h.org/archive/special=1/notifier=Turkish%20Energy%20Team
http://zone-h.org/mirror/id/18369018
http://zone-h.org/archive/special=1/notifier=Turkish%20Energy%20Team
http://zone-h.org/mirror/id/18392462
http://zone-h.org/archive/special=1/notifier=Turkish%20Energy%20Team
http://zone-h.org/mirror/id/18444607
http://zone-h.org/archive/special=1/notifier=Turkish%20Energy%20Team
http://zone-h.org/mirror/id/18444606
http://zone-h.org/archive/special=1/notifier=ulow
http://zone-h.org/mirror/id/18468664
http://zone-h.org/archive/special=1/notifier=ulow
http://zone-h.org/mirror/id/18455873
http://zone-h.org/archive/special=1/notifier=ulow
http://zone-h.org/mirror/id/18449403
http://zone-h.org/archive/special=1/notifier=UZF2010
http://zone-h.org/mirror/id/18368600
http://zone-h.org/archive/special=1/notifier=VolcanoHacker
http://zone-h.org/mirror/id/18446314
http://zone-h.org/archive/special=1/notifier=VolcanoHacker
http://zone-h.org/mirror/id/18446303
http://zone-h.org/archive/special=1/notifier=voLk4n
http://zone-h.org/mirror/id/18453819
http://zone-h.org/archive/special=1/notifier=war0k
http://zone-h.org/mirror/id/18377397
http://zone-h.org/archive/special=1/notifier=ynR%2520%2521
http://zone-h.org/mirror/id/18453207
http://zone-h.org/archive/special=1/notifier=Z0mbi3_Ma
http://zone-h.org/mirror/id/18369346
http://zone-h.org/archive/special=1/notifier=ZiqoR
http://zone-h.org/mirror/id/18380073
http://zone-h.org/archive/special=1/notifier=ZiqoR
http://zone-h.org/mirror/id/18369348
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18377808
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374949
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374753
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374918
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374922
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374744
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374740
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374669
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374917
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374913
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374911
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371942
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371919
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371862
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371662
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374920

CIR

ZiyaretCi & # korgan.meb.gov.tr/index.php?mo... Win 2008
ZiyaretCi E + www.gursumuftulugu.gov.tr Linux
ZiyaretCi E + www.ardanucmuftulugu.gov.tr Linux
ZiyaretCi E + www.kagithanemuftulugu.gov.tr Linux
ZiyaretCi == 7 www.jasz-plasztik.mercedes-ben... Linux
ZiyaretCi == 7 toth-auto.mercedes-benz.hu/alo... Linux
ZiyaretCi == 7r toth-auto.mercedes-benz.hu/alo... Linux
ZiyaretCi == 7r autokozpont.mercedes-benz.hu/a... Linux
ZiyaretCi == 7 ttcmO.mercedes-benz.hu/aloldal... Linux
ZiyaretCi == 7r pappasszeged.mercedes-benz.hu/...  Linux
ZiyaretCi == 7 szervizcentrum.mercedes-benz.h... Linux
ZiyaretCi == 7 egyud.mercedes-benz.hu/aloldal... Linux
ZiyaretCi == 7 eurovan.mercedes-benz.hu/alold... Linux
ZiyaretCi 3 + dosemealti.meb.gov.tr/index2.p... Win 2008
ZiyaretCi [ + sehitkamil.meb.gov.tr/index2.p... Win 2008
ZiyaretCi == 7 silverstar.mercedes-benz.hu/al... Linux
ZiyaretCi == ¥ www.motorcar.mercedes-benz.hu/...  Linux
ZiyaretCi = 7 www.arendas.mercedes-benz.hu/a... Linux
ZiyaretCi 3 + osmancik.meb.gov.tr/index.php?... Win 2003
ZiyaretCi 3 + kovancilar.meb.gov.tr/index.ph... Win 2008
ZiyaretCi 3 + cankaya.meb.gov.tr/index.php?m... Win 2008
ZiyaretCi [ + sultanbeyli.meb.gov.tr/index.p... Win 2008
ZiyaretCi B + www.mudanyamuftulugu.gov.tr Linux
ZiyaretCi E + www.yildirimmuftulugu.gov.tr Linux
ZiyaretCi &= + www.osmangazimuftulugu.gov.tr Linux
ZiyaretCi & + www.beyoglumuftulugu.gov.tr Linux
ZiyaretCi B +# www.kestelmuftulugu.gov.tr Linux
ZiyaretCi == 7 postauto.mercedes-benz.hu/hasz... Linux
ZiyaretCi == 7r alfa.mercedes-benz.hu/aloldala... Linux
ZiyaretCi == 7 www.truck-savaria.mercedes-ben... Linux
ZiyaretCi 3 + skart.iett.gov.tr/Seyahat-Kart... Win 2008
ZrKaWe-HaCkEr =S 4 weapon.munisancristobalverapaz... Linux

= Bl + www.gsw.gov.cn/html/meitikangu... Win 2003
- Bl +# www.xwgtzyj.gov.cn/fj.asp Win 2003
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http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374929
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371843
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371842
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371839
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18369015
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368973
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368973
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368972
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368970
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368967
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368962
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368961
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368959
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374730
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18374719
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368947
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368945
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368946
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371959
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371956
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371950
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371953
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371836
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371834
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371827
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371824
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18371821
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368943
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368932
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18368930
http://zone-h.org/archive/special=1/notifier=ZiyaretCi
http://zone-h.org/mirror/id/18363698
http://zone-h.org/archive/special=1/notifier=ZrKaWe-HaCkEr
http://zone-h.org/mirror/id/18445533
http://zone-h.org/archive/special=1/notifier=%25E5%25B0%2591%25E5%25B9%25B4%253D%25E5%2582%25BB%25E9%2580%25BC
http://zone-h.org/mirror/id/18374454
http://zone-h.org/archive/special=1/notifier=%25E9%25A3%258E%25E5%258D%25B7
http://zone-h.org/mirror/id/18366090
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Top Attackers of all time: Zone-H

N° Notifier Single Mass Total Homepage Subdir

def. def. def. def. def.
1  Barbaros-DZ 3180 157 3337 998 2339
2  Ashiyane Digital Security 2488 3224 5712 1045 4667

Team
3 Hmei7 2058 1168 3226 702 2524
4  LatinHackTeam 1428 1276 2704 2254 450
5  iskorpitx 1322 953 2275 784 1491
6  Fatal Error 1017 1127 2144 1764 380
7 chinahacker 878 1309 2187 4 2183
8 MCA-CRB 851 621 1472 367 1105
9 By _aGReSiF 748 1424 2172 802 1370
10 3n_byt3 621 1809 2430 847 1583
11 HEXBOOT3R 604 630 1234 405 829
12 Red Eye 579 1551 2130 2093 37
13 uykusuz001 534 146 680 34 646
14 brwsk007 525 177 702 24 678
15 Mafia Hacking Team 496 589 1085 322 763
16 Swan 494 258 752 219 533
17 Digital Boys Underground 461 441 902 179 723
Team

18 Iran Black Hats Team 458 326 784 417 367
19 1923Turk 417 1482 1899 415 1484
20 DeltahackingSecurityTEAM 415 443 858 232 626
21 Over-X 400 1397 1797 1218 579
22 D.O.M 392 645 1037 824 213
23 kaMtiEz 391 390 781 238 543
24 ZoRROKIN 383 197 580 104 476
25 Triad 375 315 690 397 293
26 [#Elite Top Team] 362 303 665 570 95
27 sinaritx 359 98 457 160 297
28 k4LOng666 344 1203 1547 222 1325
29 core-project 313 325 638 629 9
30 Ma3sTr0-Dz 313 735 1048 300 748
31 linuXploit_crew 311 166 477 477 0
32 misafir 296 298 594 216 378
33 Turkish Energy Team 279 213 492 292 200
34 ISCN 272 123 395 96 299
35 Inf3rN.4IL 262 376 638 176 462
36 PoizonBOx 251 3 254 254 0
37 NeT-DeViL 243 257 500 328 172
38 eMP3ROr TEAM 239 306 545 136 409
39 PowerDream 237 164 401 174 227
40 Vezir.04 236 112 348 152 196
41 KHG 233 281 514 210 304
42  S4t4nlc_SOuls 230 144 374 311 63
43 Hi-Tech Hate 223 6 229 229 0
44  XTech Inc 223 328 551 548 3
45 Bela 210 123 333 147 186
46  spook 209 31 240 40 200
47  Prime Suspectz 205 0 205 205 0
48 mOsted 201 206 407 98 309
49 the freedom 198 136 334 22 312
50 c4uR 191 383 574 397 177

26


http://www.zone-h.org/archive/special=1/notifier=Barbaros-DZ
http://www.zone-h.org/archive/special=1/notifier=Ashiyane%20Digital%20Security%20Team
http://www.zone-h.org/archive/special=1/notifier=Ashiyane%20Digital%20Security%20Team
http://www.zone-h.org/archive/special=1/notifier=Hmei7
http://www.zone-h.org/archive/special=1/notifier=LatinHackTeam
http://www.zone-h.org/archive/special=1/notifier=iskorpitx
http://www.zone-h.org/archive/special=1/notifier=Fatal%20Error
http://www.zone-h.org/archive/special=1/notifier=chinahacker
http://www.zone-h.org/archive/special=1/notifier=MCA-CRB
http://www.zone-h.org/archive/special=1/notifier=By_aGReSiF
http://www.zone-h.org/archive/special=1/notifier=3n_byt3
http://www.zone-h.org/archive/special=1/notifier=HEXB00T3R
http://www.zone-h.org/archive/special=1/notifier=Red%20Eye
http://www.zone-h.org/archive/special=1/notifier=uykusuz001
http://www.zone-h.org/archive/special=1/notifier=brwsk007
http://www.zone-h.org/archive/special=1/notifier=Mafia%20Hacking%20Team
http://www.zone-h.org/archive/special=1/notifier=Swan
http://www.zone-h.org/archive/special=1/notifier=Digital%20Boys%20Underground%20Team
http://www.zone-h.org/archive/special=1/notifier=Digital%20Boys%20Underground%20Team
http://www.zone-h.org/archive/special=1/notifier=Iran%20Black%20Hats%20Team
http://www.zone-h.org/archive/special=1/notifier=1923Turk
http://www.zone-h.org/archive/special=1/notifier=DeltahackingSecurityTEAM
http://www.zone-h.org/archive/special=1/notifier=Over-X
http://www.zone-h.org/archive/special=1/notifier=D.O.M
http://www.zone-h.org/archive/special=1/notifier=kaMtiEz
http://www.zone-h.org/archive/special=1/notifier=ZoRRoKiN
http://www.zone-h.org/archive/special=1/notifier=Triad
http://www.zone-h.org/archive/special=1/notifier=%255B%2523Elite%2520Top%2520Team%255D
http://www.zone-h.org/archive/special=1/notifier=sinaritx
http://www.zone-h.org/archive/special=1/notifier=k4L0ng666
http://www.zone-h.org/archive/special=1/notifier=core-project
http://www.zone-h.org/archive/special=1/notifier=Ma3sTr0-Dz
http://www.zone-h.org/archive/special=1/notifier=linuXploit_crew
http://www.zone-h.org/archive/special=1/notifier=misafir
http://www.zone-h.org/archive/special=1/notifier=Turkish%20Energy%20Team
http://www.zone-h.org/archive/special=1/notifier=ISCN
http://www.zone-h.org/archive/special=1/notifier=%2521nf3rN.4lL
http://www.zone-h.org/archive/special=1/notifier=PoizonB0x
http://www.zone-h.org/archive/special=1/notifier=NeT-DeViL
http://www.zone-h.org/archive/special=1/notifier=eMP3R0r%20TEAM
http://www.zone-h.org/archive/special=1/notifier=PowerDream
http://www.zone-h.org/archive/special=1/notifier=Vezir.04
http://www.zone-h.org/archive/special=1/notifier=KHG
http://www.zone-h.org/archive/special=1/notifier=S4t4n1c_S0uls
http://www.zone-h.org/archive/special=1/notifier=Hi-Tech%20Hate
http://www.zone-h.org/archive/special=1/notifier=XTech%20Inc
http://www.zone-h.org/archive/special=1/notifier=BeLa
http://www.zone-h.org/archive/special=1/notifier=spook
http://www.zone-h.org/archive/special=1/notifier=Prime%20Suspectz
http://www.zone-h.org/archive/special=1/notifier=m0sted
http://www.zone-h.org/archive/special=1/notifier=the%20freedom
http://www.zone-h.org/archive/special=1/notifier=c4uR

Internet Storm Center

Top 10 Ports

CIR
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64 .74

2044

56 .1%

B0 0

0.0%
0.0%
0.08z,1%
0.0%

008
W4
7§ on
008
1.6%

2.4%

\

by Reports by Targets by Sources
Port Reports Port Targets Port Sources
445 556840 3389 66833 445 21361
2222 250927 445 38307 3389 9258
3389 203476 22 29542 47625 3695
139 50153 443 14063 1024 3590
22 49094 80 12786 23 2970
35691 48571 23 11247 80 1989
80 47380 1434 9854 27179 1946
23 35308 8080 7041 13911 1944
25 32932 1433 5806 35691 1740
135 25245 139 5093 57662 1466
Top 10 Source IPs
IP Address Reports
183.063.031.122 (CN) 234,264
188.165.158.131 (FR) 227,997
222.043.097.006 (CN) 387,724
061.147.103.098 (CN) 250,935
115.248.142.082 () 407,080
204.114.051.151 (US) 116,632
061.147.068.211 (CN) 451,643
200.085.122.011 (AR) 140,885
069.175.054.106 (US) 1,335,309
124.248.032.250 () 81,941

DC3 DISPATCH

FBI In the New

Zone-h

Xssed

Packet Storm Security
Sans Internet Storm Center
Exploit Database

Exploits Database

Resources:

@

W 445 [0 33z [ 4925

W 1024 [0 23 W 50

Attacks First Seen Last Seen
106,337 2012-09-04 2012-10-17
104,567 2012-10-02 2012-10-17
99,441 2012-06-27 2012-10-16
99,039 2012-10-14 2012-10-16
97,627 2012-10-03 2012-10-17
92,211 2012-07-07 2012-10-16
92,056 2012-09-02 2012-10-17
79,663 2012-08-19 2012-10-16
78,266 2012-07-14 2012-10-17
74,260 2012-10-04 2012-10-17

Islamic Republic of Iran Security Team

Hack-DB

Infragard

ISSA

Information Warfare Center
Secunia

dispatch@dc3.mil
fbi@subscriptions.fbi.gov
www.zone-h.org
www.xssed.com
www.packetstormsecurity.org
isc.sans.org
www.exploit-db.com
www.exploitsdownload.com
irist.ir

www.hack-db.com
www.infragard.org
www.issa.org
informationwarfarecenter.com
Www.Secunia.org

If you do not want to receive future emails from us, contact remove@informationwarfarecenter.com
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https://isc.sans.edu/ipdetails.html?ip=183.063.031.122
https://isc.sans.edu/date.html?date=2012-09-04
https://isc.sans.edu/date.html?date=2012-10-17
https://isc.sans.edu/ipdetails.html?ip=188.165.158.131
https://isc.sans.edu/date.html?date=2012-10-02
https://isc.sans.edu/date.html?date=2012-10-17
https://isc.sans.edu/ipdetails.html?ip=222.043.097.006
https://isc.sans.edu/date.html?date=2012-06-27
https://isc.sans.edu/date.html?date=2012-10-16
https://isc.sans.edu/ipdetails.html?ip=061.147.103.098
https://isc.sans.edu/date.html?date=2012-10-14
https://isc.sans.edu/date.html?date=2012-10-16
https://isc.sans.edu/ipdetails.html?ip=115.248.142.082
https://isc.sans.edu/date.html?date=2012-10-03
https://isc.sans.edu/date.html?date=2012-10-17
https://isc.sans.edu/ipdetails.html?ip=204.114.051.151
https://isc.sans.edu/date.html?date=2012-07-07
https://isc.sans.edu/date.html?date=2012-10-16
https://isc.sans.edu/ipdetails.html?ip=061.147.068.211
https://isc.sans.edu/date.html?date=2012-09-02
https://isc.sans.edu/date.html?date=2012-10-17
https://isc.sans.edu/ipdetails.html?ip=200.085.122.011
https://isc.sans.edu/date.html?date=2012-08-19
https://isc.sans.edu/date.html?date=2012-10-16
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